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THE RISKS OF UNPROTECTED DOMAINS

A domain that’s not at DMARC enforcement has no 

mechanism to prevent exact-domain attacks that fake 

the From: address. Exact-domain attacks are often used 

to launch executive spear phishing exploits that target 

specific individuals with nothing more than compelling 
social engineering tactics written in plain text.

These types of email attacks often pass through 

undetected by many secure email gateways, which 
typically look for malware, links, or attachments. 

As an IT professional, you know that email is a major vector 

for attacks and data breaches. You know the importance 

of preventing spam, malware, and phishing attacks. 

Domain-based Message Authentication, Reporting and 

Conformance (DMARC) can protect your domain against 

unauthorized use and exact-domain phishing attacks — but 

only when it is set to an enforcement policy that causes 

receivers to reject or quarantine unauthenticated email. 

But manually implementing DMARC to enforcement is 

difficult, time-consuming, and error-prone.

Read on to learn about the risks of unprotected domains, 
types of phishing attacks, obstacles to DMARC enforcement, 
and how Valimail can get your organization to DMARC 
enforcement using the most effective means — automation.

THE GUARANTEED PATH TO 
DMARC ENFORCEMENT
Executive Summary
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John Doe, CFO <jdoe@xcompany.com>

Subject: Quick Favor

Welcome back!

Hope you had a good time in Hawaii. I need 
you connect immediately with the new payroll 
vendor we onboarded while you were out. 
Make sure you have sent them all the W2s 
before noon.

JD

JB

A

As you may have noticed, I sent this 
email from your email account (if 
you didn't see, check the from 
email id). In other words, I have full-
ccess to your email account. 

I infected you with a malware a few 
months back when you visited an 
adult site, and since then, I have 
been observing your actions. 

The malware gave me full access 
and control over your system, 
meaning, I can see everything of 
yours including your passwords 
and browser history.

Your account has been hacked!

to John Owen

Anonymous57

DMARC PROTECTS AGAINST EXACT-DOMAIN PHISHING ATTACKS

Here is an example of an executive spoofing attack. An email from what seems to be the Chief Financial 
Officer requests an employee in finance for a “quick favor” to send back W-2 tax data for every employee.

To the right is a threat that appeared to be an  

account takeover but the attacker never had the owner’s credentials. Instead they faked the From: address 
and tried to blackmail the owner into sending Bitcoin ransom.

Brand spoofing is another type of exact-domain attack, where an email looks like it came from a reputable 
vendor. 

The hidden Return-Path: address in the SMTP envelope — where the message is actually coming from — is 
not aligned (does not match) with the domain shown in the From: field.  

DMARC at enforcement would catch the mis-match between Return-Path: and visible From: fields. The 
domain receiving such a message would either quarantine or reject it depending on the sender’s DMARC 
policy.

Executive Spear Phishing and Account Takeover Threat

Brand Spoofing
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OBSTACLES ON THE PATH TO ENFORCEMENT

1. IP address dependence  

Email authentication methods were developed back when organizations sent email from applications 
that were identified by static IP addresses hosted on their own on-premises servers. Nowadays, most 
services that send email are hosted in cloud infrastructures that dynamically assign them an IP address 
at run-time. 

DMARC reports are large XML data dumps that identify sending servers and services by their IP 
addresses. To derive value, you have to determine which services correlate to which IP addresses at the 
time the report was run. 

Valimail’s patented Instant SPF technology recognizes sending services without parsing through IP 
addresses in XML data dumps. Valimail Instant SPF uses the sending service’s own “include” statements 
to generate SPF records specifically for that service. Our tailored approach to SPF is far more effective 
and reliable because the information in the SPF record is never out of date.

A DMARC Aggregate Report

ELIMINATE EXACT-DOMAIN PHISHING WITH DMARC ENFORCEMENT

The DMARC protocol has been around for about a decade and is supported by nearly 80% of email services 

worldwide — including 100% of major U.S.-based providers such as Gmail, AOL, Microsoft, and Yahoo 
Mail.A DMARC record set to a policy of Reject or Quarantine is at enforcement. When the domain is at 
enforcement, any email sent from that domain to anyone in the world will have to be authenticated before it 
can be delivered into an inbox. Fewer than 20% of domains are at enforcement. 



4 THE GUARANTEED PATH TO DMARC ENFORCEMENTEXECUTIVE SUMMARY

2. Discovering all unknown cloud sending services  

There are literally thousands of cloud services that can send email on behalf of your organization. Only 
about 2% of these sending services (currently a little more than 100) are well-known and widely used, 
generating 90 to 98 percent of email volume.

DMARC vendors that rely on IP addresses can identify only that top 2% of existing cloud services out of 
the box. But what about those mission-critical services that only send email occasionally? If omitted from 
DMARC policy, email from these services may get blocked. 

Valimail identifies 99% of all cloud sending services, making it easy to identify and set policy for every 
service that sends on behalf of your domain.
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DISCOVERING ALL UNKNOWN SENDING SERVICES

Only about 2% of sending services (currently a little more 
than 100) are well-known and widely used, generating 90 to 
98 percent of email volume.

Other vendors that rely on IP addresses can identify only that 
top 2% of existing cloud sending services out of the box.

VALIMAIL IDENTIFIES
5500+ SERVICES OTHER VENDORS ONLY

IDENTIFY ~100 SERVICES
2%
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3. Updating SPF, DKIM, and DNS   

DMARC is built on the earlier email authentication standards Sender Policy Framework (SPF) and 

DomainKeys Identified Mail (DKIM).  An SPF record is a whitelist of the IP addresses of services 
permitted to send email on behalf of a domain. Only 10 DNS lookups are allowed for each SPF record 
check.  But modern cloud applications often require several DNS lookups. Many organizations rely on 
a fragile technique called SPF flattening to work around the 10-lookup limit. SPF flattening pulls all the 
IP addresses of sending services into the primary SPF record. Because cloud applications can change 
blocks of IP addresses suddenly, flattened SPF records can block good email from being sent.

Valimail’s patented Instant SPF mitigates the SPF 10-lookup limit and dynamically generates a perfectly 
tailored SPF record, in milliseconds, in response to each mail server request.

The other key component of DMARC is DomainKeys Identified Mail (DKIM), an email authentication 

standard that uses public/private key cryptography to sign email messages. Managing public DKIM keys 
can be problematic because the keys are hosted in DNS and should be updated or rotated on a regular 

basis. DKIM keys are long strings of random appearing data and are easy to get wrong with a simple 
copy/paste error. Valimail works with you to obtain, install, and manage DKIM for you.
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4. Risks of blocking good email   

When trying to get to DMARC enforcement manually, you will commonly need to make dozens (or 
sometimes hundreds) of DNS changes for SPF/DKIM/DMARC. Due to the critical nature of DNS, many 
organizations have strict change control processes that add days or weeks of delay for every DNS 
change.

Once a change has been made, the effects of a DNS update might not appear for days, and you won’t 
know if you’ve broken something until complaints start rolling in. For every sending service you will have 
to repeat this cycle. In the meantime, every new service you onboard will be blocked by your own 

DMARC policy until the DNS change control process is complete.

Valimail allows you to manage your sending services without requiring direct access to DNS, eliminating 
the risks of ongoing DNS updates. Your new services are available immediately, and your DMARC policy 
is always up to date.

AUTOMATION ENDS THE TEDIOUS CYCLE

Valimail offers a simple and easy to 
manage process to get your domain 

to enforcement. You do a single 
DNS update to point your DMARC 

record to the Valimail Sender Identity 
Platform. Valimail’s interactive 
interface displays email sending 

services by name, not IP address, 
so it’s easy to identify and manage 

them. You then select the sending 
services that you want to allow to 
send as your domain. 

If you decide to add or remove a 
sending service, or change a vendor, 
simply click the drop-down menu 
and make the change. If you need 
help finding the legitimate owners of 
the services that Valimail discovers, 
we will help you with this — it’s part of 
your customer service package.
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VALIMAIL GETS MORE DOMAINS TO DMARC ENFORCEMENT

Valimail, founded in 2015, has the highest rate of DMARC enforcement for its customers. Valimail 
manages a similar number of domains as our nearest competitors, and gets these domains to 
enforcement faster.  

DIY reflects the number of domains attempting to reach DMARC enforcement using a do-it-yourself 
approach. Their low rate of enforcement indicates many domains with a DMARC record set, but no 
enforcement policy. The overall rate of enforcement for DIY solutions is below 20%. 
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Valimail is a pioneering, identity-based, anti-phishing company that has been ensuring the global trustworthiness 
of digital communications since 2015. Valimail delivers the only complete, cloud-native platform for validating and 
authenticating sender identity to stop phishing, protect and amplify brands, and ensure compliance. Valimail has won 
more than a dozen prestigious cybersecurity technology awards and authenticates billions of messages a month for 
some of the world's biggest companies and organizations, including Uber, Splunk, Yelp, Fannie Mae, Mercedes Benz 
USA, and the U.S. Federal Aviation Administration. For more information visit www.valimail.com.

VALIMAIL —  
THE GUARANTEED 
PATH TO DMARC 
ENFORCEMENT

Valimail is a pioneering, identity-based, anti-phishing 
company that has been ensuring the global trustworthiness 
of digital communications since 2015. Valimail delivers the 
only complete, cloud-native platform for validating and 
authenticating sender identity to stop phishing, protect and 
amplify brands, and ensure compliance. Valimail has won 
more than a dozen prestigious cybersecurity technology 
awards and authenticates billions of messages a month for 
some of the world's biggest companies and organizations, 
including Uber, Splunk, Yelp, Fannie Mae, Mercedes Benz 
USA, and the U.S. Federal Aviation Administration. For more 
information visit www.valimail.com. 

To learn more about Valimail’s automated approach to 

DMARC enforcement, read the whitepaper, 

THE GUARANTEED PATH TO DMARC ENFORCEMENT.

* Valimail never reads, stores, or processes email content.

DEPLOYS QUICKLY 

EASY IDENTIFICATION AND 
MANAGEMENT

Lists sending services by name,  
not IP address

AUTOMATED

Discovers all users and third-party cloud 
services using your domain

REDUCES IT TIME AND EXPENSE 

Requires a fraction of the time spent by a 
full-time employee. Eliminates the need 
for manual analysis of DMARC reports* 

GUARANTEED

Valimail guarantees your domains will 
get to enforcement, faster

Point a DMARC record to the Valimail 
Cloud in five minutes

https://www.valimail.com/
https://www.valimail.com
https://www.valimail.com/resources/the-guaranteed-path-to-dmarc-enforcement/

