
Strikeready - a Gartner technoloGy
innovator in advanced

virtual aSSiStant

In the ever-changing cyber threat landscape, the need for 
security solutions with security virtual assistants (VAs) for 
advising and assisting capabilities is huge, as organizations 
are faced with new techniques to defend against continuous 
cyberattack. 

Security VA can contribute to a company’s ability to address 
the need for an adaptive, agile, and proactive approach to risk 
reduction by keeping up with the speed of change in both 
technology and business practices. 

Address the Cybersecurity Skills Gap & Talent Shortage



www.strikeready.co | 2

Glossary

Innovation in Virtual Assistants  3

What Gartner Says About Strikeready  8

Client Case Study  11

Market Adoption and Impact  12

Conclusion  13

https://www.strikeready.co/


Virtual assistants are more than just a 
millennial trend. They are now part of 
our daily lives as we rely on technology 
to help us manage our home, work, and 
social lives more efficiently. We’re looking 
forward to a future where all aspects 
of life will be made simpler with the 
assistance of virtual assistants that can 
anticipate our needs, understand our 
desires and take action on our behalf – 
even if we don’t know what those actions 
might be.

Virtual assistants are becoming more useful by combining multiple 
sources of information. This trend enables Advanced Virtual 
Assistants (AVAs) to perform complex tasks that require information 
from multiple sources or multiple steps of analysis so they can draw 
a conclusion or predictions about future events or trends.

The latest advancements in deep learning 
and neural networks — such as Deep 
Neural Networks (DNN), knowledge 
graphs, and composite artificial 
intelligence — boost the accuracy of 
virtual assistants and conversational AI 
solutions. New advances allow for real-
time understanding of human speech 
and text, meaning there is less need for 
specific commands to elicit responses, 
thereby making it easier for users to 
interact with voice or text-based systems. 
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*Source: Gartner ID G00742654

more industry
sepcific VA’s

more advisory &
intervention VA’s

By 2024, 40% of advanced 
VAs will be industry-domain-
specific (VA), up from less 
than 5% in 2021. *

By 2025, advanced VAs 
will provide advisory and 
intervention roles for 30% 
of knowledge workers, up 
from 5% in 2021.”*

Gartner says, “Future capabilities of VAs with advanced 
intelligence will be enabled by amalgamations with adjacent 
technologies and evolve around domain-specific intelligence, 
supporting hyper-automation and  multimodal interfaces.”
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StrikeReady is breaking new ground in Security 
Operations with CARA and gives valuable time back to 
the SOC.  The Cognitive Intelligence that CARA learns 
from senior practitioners is immediately available to 
others resulting in a more skilled and trained workforce. 

andy Bonillo, ciSo, tiktok

Due to the advanced landscape of VA technology, innovative companies are improving 
their service offerings to provide customers with a complete virtual assistance solution. 
According to Gartner, vendors have broadened their offerings beyond simple task 
automation to address a wider range of needs that are critical to achieving strategic 
outcomes, such as:

induStry-domain-Specific vaS (vxaS)

In reality, VAs today can handle more 
complicated tasks and more difficult 
projects than they could just a few years 
ago. However, many businesses don’t 
know just how far VAs have come or how 
much they can do to improve business 
processes and make life easier for 
knowledge workers.

VAs can save knowledge workers hours 
and even days of the time when they’re 
used to automate repetitive, low-skilled 
tasks. They also can be used to handle 

increasingly complex projects as well 
as high-skilled work that previously 
would have been performed by full-time 
employees.

Virtual assistants are becoming more 
useful by combining multiple sources of 
information. This trend enables Advanced 
Virtual Assistants (AVAs) to perform 
complex tasks that require information 
from multiple sources or multiple steps of 
analysis so they can draw a conclusion or 
predictions about future events or trends.
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va knowledGe advancementS

VAs are becoming more knowledgeable, 
able to understand what the business 
needs, help the customer, and learn more 
about the business. VAs have a high level 
of artificial intelligence to simulate human 
conversational ability and the ability to 
access experience-based knowledge. VAs 
will be able to conduct more complicated 
conversations with customers and 
use first-hand experience from similar 

conversations from their memory.
VA software is being integrated into 
businesses’ back-end applications 
and data sources, enabling better 
conversations with customers. This will 
extend beyond specific interactions such 
as booking appointments or rebooking 
flights to real-time conversational services 
that can respond appropriately to 
customer requests and inquiries.

multimodal uiS

Multimodal user interfaces (UIs) raise 
the quality of interactions through more 
natural conversations. Conversational UIs 
are often compared to text-based chatbots 
that process language input in order to 
generate automated replies. However, 
they can also be voice-enabled using 
speech recognition technology.

Voice assistants are capable of processing 
requests and responding verbally 
while also using graphics and tables 
on a device’s screen to display relevant 
information related to the request. It can 
further personalize their responses based 
on an individual’s needs, preferences, and 
even moods.
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Gartner predicts that “by 2025, multimodal interactions will be a 
standard feature for VAs, up from less than 2% in 2021.“
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Artificial intelligence is a new and 
emerging technology with significant 
potential to increase the effectiveness 
of security analysts. The problem of 
cybersecurity is growing year by year, 
without any indication of slowing down. In 
response, Gartner identified StrikeReady 

as an innovator in this space. StrikeReady’s 
innovative use of cognitive intelligence of 
security analysts and conversational AI can 
help enhance analysts’ productivity while 
providing better security to organizations 
worldwide.
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StrikeReady’s innovative use of cognitive intelligence of security 
analysts and conversational AI can help enhance analysts’ 
productivity while providing better security to organizations 
worldwide.
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•	 Alerts from SIEM
•	 Network security alerts from network 

products such as  firewalls, intrusion 
prevention systems, and more

•	 Cloud security alerts
•	 Endpoint security alerts
•	 Emails for suspiciousness or Email 

security alerts
•	 Vulnerability scans results

CARA can monitor any information or 
event that would indicate a potential 
threat to the organization including alerts, 
while it assists security analysts for further 
investigation. Examples include:

CARA continuously monitors new 
data sources, learning over time that 
is relevant to an organization’s unique 
environment and this ability to self-learn 
from experience is a key contributor to its 
success.

This may be the reason why Gartner 
identified StrikeReady as an Emerging 
Technology Innovator in Advanced Virtual 
Assistants. With CARA, all organizations 
can leverage threat intelligence, 
automated alerts analysis and response, 
vulnerability prioritization, security 
assessment and more to help improve 
their security posture and reduce the 
burden on human analysts.
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StrikeReady’s cognitive security assistant 
(CARA – Cyber Awareness and Response 
Analyst) provides real-time situational 
awareness to security teams. Designed 
to augment security analysts with both 
proactive and predictive capabilities, 
CARA can be easily trained to understand 
analysts’ terminology and tasks. 
CARA’s unique structure and cognitive 
intelligence allow it to learn new skills and 
provide intelligence for the business.

CARA is uniquely designed to support 
cybersecurity teams. It is the first AI-
driven assistant built based on skills – 
not intents or a knowledge base, which 
allows it to offer faster ROI. Using CARA 
with automation helps ensure that your 
organization’s information security teams 
will take the right actions at the right time.

Designed to augment 
security analysts with both 
proactive and predictive 
capabilities, CARA can be 
easily trained to understand 
analysts’ terminology and 
tasks. 

https://www.gartner.com/en/documents/4006059
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StrikeReady’s CARA empowers our security analyst 
workforce, lessens the pressure and burnout, and most 
importantly curtails our business risk by a sizable factor. 
Knowledge and automation both have to go hand-in-hand 
for transforming security operations.  

dJ Goldsworthy, 
v.p. Security operations & threat management, aflac

To recognize, analyze and respond to 
cyberattacks faster than any human-
in-the-loop (HITL) system, CARA 
uses multiple machine learning (ML) 
algorithms integrated into its big data 
architecture, which enables it to scale to 
handle massive amounts of data.

With the ML algorithms, StrikeReady 
has dramatically improved the speed 
and accuracy of information processing. 
StrikeReady has integrated some of 
the most advanced natural language 
processing (NLP) algorithms into the 
CARA platform to deliver not only 
comprehensive analysis but also 
actionable recommendations to resolve 
incidents in real-time. It’s machine-
driven decision-making capability, as 
well as ability to execute actions leads to 
faster response times and better results 

when handling future security situations. 
In a nutshell, now organizations can 
make informed decisions about the 
best response strategy and allocation of 
resources in real-time, be it to execute 
policies and take actions to remediate a 
threat on the host, such as block/retire 
URL on firewalls or hash on EDR, reset 
user passwords, and more.

In addition, CARA can shorten the time 
window of potential compromise for 
organizations by providing increased 
visibility into critical assets and endpoints, 
while it assists security analysts with 
various degrees of automation. The goal 
is to enable organizations to operate with 
confidence at all times regardless of the 
collaborative mix of security tools and 
technologies, as well as analysts’ expertise. 
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One of the world’s largest insurers, which 
employs more than 10,000 people, 
partnered with StrikeReady to develop a 
next-generation security operation center 
(SOC).  When it came to technology, 
security continues to be their top concern. 

According to Gartner, “CARA was deployed 
as part of StrikeReady’s solution. It not 
only handled the backlog of hundreds of 
critical security incidents on a daily basis, 
but also all the necessary incident-centric 
documentation. It helped SOCs and IR 
teams who needed a powerful platform 

for incident detection, alert analysis, 
automated response, investigation, and 
documentation.”

Gartner says, “the cognitive intelligence 
built within StrikeReady and accessible 
through CARA helped scale the team 
threefold. Also, CARA and the StrikeReady 
platform helped the insurance firm to 
consolidate its infrastructure technology 
stack (from fifty providers to around five).”

Furthermore, the firm garnered 
exceptional ROI and cost savings of more 
than $400,000. 
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The cognitive intelligence built within StrikeReady and accessible 
through CARA helped scale the team 3x.
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market 
adoption 
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The use of virtual assistants and 
conversational user interfaces is becoming 
more prevalent across many business 
applications. Innovation is now clearly 
extending to all aspects of business, 
including cybersecurity.

Therefore, Gartner recommends security 
VAs that will allow organizations to 
address traditional IT security challenges 
as well as emerging challenges in the 
digital world. This innovation is important 
in both addressing an important business 
problem for organizations that operate in 
a progressively digital society and creating 
a significant technological innovation that 
addresses growing cybersecurity threats 
and cyber skill shortage.

In the ever-changing cyber threat 
landscape, the need for security solutions 
with security VAs for advising and assisting 
capabilities is huge, as organizations are 
faced with new techniques to defend 

against continuous cyberattack. Security 
VA can contribute to a company’s ability 
to address the need for an adaptive, agile, 
and proactive approach to risk reduction 
by keeping up with the speed of change in 
both technology and business practices. 

VA technologies have the potential 
to radically improve the speed and 
effectiveness of business decisions based 
on data and analytics. This is not just 
about artificial intelligence (AI) but also 
of a broader approach, whereby AI, data, 
automation, and assist capabilities are 
converged in software that significantly 
improves decision making.

This approach enables organizations to 
make more intelligent decisions faster 
with more confidence than ever before. 
It also enables organizations to help 
security analysts shift from being focused 
on reactive protection to holistic risk 
reduction.
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concluSion

As the world of virtual assistants (VAs) 
continues to evolve, new technologies 
have emerged that are fundamentally 
changing what VAs can do for 
businesses. Advanced virtual assistants 
(AVAs) are powered by a combination 
of technologies, including cognitive 
computing, deep learning, natural 
language processing, machine learning, 
and more. They are enabling virtual 
assistants (VAs) to become more 
autonomous and rely less on human input 
to execute tasks, deliver predictions and 
offer decisions.

Virtual assistants will gradually evolve 
from simple automated services to ones 
that interact with humans and each 
other, effectively forming an ecosystem 
of interacting intelligent systems that are 
able to learn from past interactions and 
continue working in real-time on multiple 
tasks.

Because StrikeReady has designed a 
cybersecurity specific advanced virtual 
assistant that is leading this charter, 
organizations can quickly leverage the 
power of AI at a fraction of the cost and 
realize massive ROI.
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StrikeReady’s cybersecurity centric Advanced Virtual Assistant (AVA) 
enables organizations to harness the power of AI at a low cost and 
realize massive ROI.

concluSion
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