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ABOUT CYBERKNIGHT

CyberKnight Technologies is a cybersecurity focused value-added-
distributor(VAD) covering the Middle East with on-ground
presence in all key regional markets. Our ZTX (Zero Trust Security)
methodology, based on the Forrester framework, incorporates
emerging and market-leading cybersecurity solutions that protect
the entire attack surface, by leveraging Al, threat intelligence and
collective defence. CyberKnight helps security and risk teams at
enterprise and government customers simplify breach detection,
prevention and incident response, while addressing regulatory
compliance. CyberKnight’s Art of Cybersecurity Distribution
methodology enables strategic partners to achieve greater market
penetration, return-on-investment and time-to-value.

Our portfolio includes some of the world’s best known cyber
security vendors across the full Zero Trust security spectrum.
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CyberKnight

DATA SECURITY

FORTRA

FASOO

Fortra - Classification, DLP, PenTest, MFT, CDR

Fortra.com, evolving from HelpSystems, has emerged as a comprehensive
cybersecurity fortress, offering an unparalleled spectrum of solutions
designed to safeguard modern enterprises from the complexities of digital
threats. At the heart of Fortra's arsenal are its Data Discovery and
Classification tools from Boldon James and Titus, which meticulously identify
and categorize sensitive data, ensuring it's managed with precision. The suite
also encompasses the Digital Guardian platform, delivering industry-leading
Data Loss Prevention (DLP) that monitors and protects data across various
environments. For secure data exchange, GoAnywhere facilitates encrypted
file transfer, streamlining compliance and data security. The Clearswift ICAP
Gateway offers robust Content Disarm and Reconstruction (CDR), defending
against concealed threats in communications. Fortra’s commitment to
proactive security is further evidenced by Core Impact’s Automated
Penetration Testing, which unearths vulnerabilities, and Cobalt Strike's
adversary simulation, offering advanced threat emulation to test defenses.
Together, these capabilities position Fortra as an essential ally for businesses
aiming to navigate the cybersecurity landscape with confidence and
strategic foresight.

https://www.fortra.com/

FASOO - Discovery, Classification, DRM, Watermarking

Fasoo.com leads the way in advanced data-centric security, providing a
comprehensive suite tailored for the lifecycle management of sensitive
unstructured data. Its cutting-edge solutions include data discovery and
classification, utilizing technology to intelligently tag and encrypt files
automatically, simplifying adherence to strict privacy regulations like GDPR
and HIPAA. Fasoo's Digital Rights Management (DRM) enforces stringent
controls over document access and usage, regardless of the file's location.
Dynamic watermarking technologies deter unauthorized sharing by
embedding traceable marks on sensitive documents. Furthermore, Fasoo
employs sophisticated user behavior analytics to monitor and analyze how
individuals interact with secured data, offering insights that help prevent
insider threats. This holistic approach ensures unparalleled protection and
governance of critical information assets across an organization's digital
landscape.

https://en.fasoo.com/
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DATA SECURITY

GIBTechnologies
Data Security that Works®

EXAGRID

GTB Technologies — Data Discovery & Classification, Data Loss
Prevention, Watermarking, Device & Application Control

GTB Technologies is a premier global cybersecurity provider, pioneering
advancements in the critical field of data protection. GTB's platform offers a
comprehensive suite of solutions designed to ensure unparalleled security
for sensitive information. Key features include sophisticated Data Discovery
and Data Classification mechanisms that accurately identify and categorize
sensitive data across an organization's infrastructure, whether it resides on-
premises or in the cloud. Its Data Loss Prevention (DLP) capabilities set
industry standards for effectiveness, supporting businesses in preventing
unauthorized data access and transmission. GTB further enhances data
security with Digital Watermarking technology, allowing for the tracking of
sensitive information even after it leaves the enterprise environment.
Additionally, the platform offers robust Device Control, ensuring that only
authorized devices can access or transfer critical data. GTB Technologies
empowers organizations to protect their most valuable assets against the
complex threats of the digital age, ensuring compliance and safeguarding
their reputation.

https://gttb.com

ExaGrid - Tiered Backup Storage / Ransomware Protection & Recovery

ExaGrid offers a state-of-the-art Tiered Backup Storage solution, leading the
industry with its unique, disk-cache Landing Zone for the fastest backups,
restores, and VM recoveries. This innovative approach ensures high
performance, cost-effective scalability, and comprehensive security features
tailored to combat modern cyber threats, including ransomware. Critical for
today's digital landscape, ExaGrid provides essential protection against
ransomware attacks with its non-network-facing tier, tiered air gap, delayed
delete policies, and immutable deduplication objects. This configuration not
only facilitates quick recovery post-attack but also preserves the integrity of
retained backups. ExaGrid's system supports a wide array of backup software
and database platforms, ensuring seamless integration across diverse IT
environments. This compatibility, together with robust ransomware defense
mechanisms, positions ExaGrid as a versatile and secure backup storage
solution that meets the needs of businesses aiming to protect their data
assets in an increasingly vulnerable digital world. https://www.exagrid.com
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DATA SECURITY

CERTES

Certes Networks — Zero Trust Software Defined Data Protection

Certes Networks stands out in the global market for its innovative Data
Protection and Risk Mitigation (DPRM) solutions, specifically designed for
enterprise and government organizations. Distinguished by its advanced
Layer 4 encryption technology, Certes provides a unique approach to
securing sensitive data in transit. Unlike traditional point-to-point link
encryption solutions that may disrupt network performance and complexity,
Certes' solution is network agnostic, seamlessly integrating into any
infrastructure with zero impact on performance. It focuses on payload
encryption while maintaining full network visibility and functionality,
ensuring operational efficiency is unhampered. With capabilities such as
scalable group encryption and granular policy enforcement, Certes offers a
flexible, transparent deployment that operates independently of the
underlying applications and networking equipment. Deployed in over 100
countries, Certes’ technology is highly certified (FIPS 140-2, Common Criteria
EAL4+), providing a scalable, secure, and resilient data assurance posture for
a diverse and complex digital environment.

https://certesnetworks.com/

August 2024 & Technology Vendor Portfolio


https://certesnetworks.com/
mailto:info@cyberknight.tech
http://cyberknight.com

cyberknight.com _ info@cyberknight.tech

CyberKnight

PEOPLE & IDENTITY SECURITY

@ ENTRUST

netwrix

Entrust — PKI, Key & Cert Management, Digital Signing, MFA, SSO HSM,
Digital On-boarding (KYC)

Entrust is a pivotal figure in digital security and identity solutions,
providing a trusted foundation for secure transactions and
communications across a variety of sectors worldwide. Entrust offers
comprehensive Public Key Infrastructure (PKI) services, enabling the
management and encryption of digital identities with flexibility across
deployment models, including on-premises and managed services. Their
Key & Certificate Management expertise streamlines the lifecycle of digital
certificates, ensuring robust encryption, digital signatures, and certificate
authentication. Entrust's Hardware Security Modules (HSMs) secure
sensitive cryptographic keys, further enhancing data protection. Their
solutions extend to Digital Signing, offering authenticity for documents
and emails, and Multi-Factor Authentication (MFA) and Single Sign-On
(SSO) technologies to secure access control. Additionally, Entrust innovates
in digital identity onboarding, including Know Your Customer (KYC)
capabilities, enhancing customer engagement while ensuring compliance
and fraud prevention. Entrust stands as a leader in securing digital
interactions and protecting identities, data, and transactions in an
increasingly digital world.

www.entrust.com

Netwrix - DAG, UBA, FIM, CCM, IAM, PAM & AD Security

Netwrix is an innovative provider of cybersecurity solutions specializing in
data protection and risk mitigation in hybrid IT environments. Its
comprehensive suite focuses on critical areas such as Data Classification,
efficiently identifying and securing sensitive and business-critical
information across diverse repositories. The Data Access Governance
features further reinforce security by controlling access to crucial data,
minimizing breach risks. Netwrix enhances Identity and Access
Management (IAM) and Active Directory Security by ensuring only
authorized access to resources, alongside offering robust Privileged Access
Management (PAM) to prevent credential abuse. File Integrity Monitoring
(FIM) safeguards against unauthorized changes, while Configuration
Change Management (CCM) maintains system integrity by monitoring for
changes. Together, Netwrix's solutions deliver a layered security approach,
empowering businesses to protect against data breaches, comply with
regulations, and streamline their security posture efficiently.
https://www.netwrix.com/
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PEOPLE & IDENTITY SECURITY

proofpoint.

@ IMMERSIVELARES

Proofpoint - SEG, DRP & ITDR

Proofpoint is a leading cybersecurity firm that specializes in comprehensive
email security, digital risk protection, and identity threat detection and
response. lts advanced email gateway blocks malware, phishing, and
business email compromise (BEC) threats, ensuring that organizations’
email communications are secure and compliant. Proofpoint extends its
security capabilities with DMARC hosting services, simplifying DMARC
authentication to protect against email fraud and safeguard trusted
domains. This service enables easy management of DMARC records through
a user-friendly web interface, enhancing email integrity and domain
reputation. Additionally, Proofpoint offers robust digital risk protection
against social media, brand, and fraud risks. Its identity threat detection and
response solutions, including automated remediation and modern
deception technologies, pinpoint identity-centric attacks, preventing lateral
movement and privilege escalation. Together, these solutions position
Proofpoint as a crucial ally in defending against the sophisticated threats
targeting email and digital identities today.
https://www.proofpoint.com/uk

Immersive Labs - Cyber Workforce Optimization Platform, Cyber Ranges

Immersive Labs is a trailblazer in the field of cybersecurity, offering an
unmatched platform that transforms how organizations fortify their human
defense against evolving cyber threats. Through a dynamic blend of
upskilling, cyber ranges, tabletop exercises, and crisis simulations, the
platform empowers both technical and non-technical teams. Its Cyber Crisis
Simulator revolutionizes traditional tabletop exercises by immersing teams
in realistic, browser-based simulations reflective of the latest threats,
encouraging decisive action and enhancing response strategies. The
platform's cyber ranges provide hands-on technical training within real-
world scenarios, allowing individuals to hone their skills in offensive and
defensive cybersecurity practices. By leveraging the latest in behavioral
science, Immersive Labs not only elevates the cyber capabilities of an
organization’s workforce but also enables the measurement and
demonstration of these capabilities in real-time, fostering a resilient and
proactive cybersecurity culture across all levels of an organization.
https://immersivelabs.com
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DEVICE SECURITY

txOne

networks

Phosphorus"

TxOne - Zero Trust Security for OT & ICS

TXOne Networks specializes in advancing Operational Technology (OT) and
Industrial Control Systems (ICS) cybersecurity with a focus on asset
management, visibility, and comprehensive scanning capabilities. The
flagship product, TXOne Portable Inspector, exemplifies their innovative
approach by providing an agentless, portable solution for effective malware
scanning and removal in standalone and air-gapped systems. Plugging
directly into the USB port of Windows or Linux devices, it facilitates on-
demand scans without software installation or system reboot, streamlining
cybersecurity audits and secure file transfers. The Portable Inspector
enhances OT visibility by collecting detailed asset information during scans
and supports centralized management for a holistic view of an
organization's security posture. Its USB scanning capabilities, combined
with AES-256 encryption for secure data transport, make TXOne an essential
tool for protecting sensitive OT and ICS environments against cyber threats,
ensuring operational integrity and compliance with industry regulations.
https://www.txone.com/

Phosphorus — Enterprise loT Cybersecurity

Phosphorus.io introduces the world's first unified xloT Security
Management Platform, shaping the frontier of cybersecurity for the
extended Internet of Things (xloT), including loT, OT, loMT, and lloT Cyber-
Physical Systems (CPS). Phosphorus.io pioneers with its Intelligent Active
Discovery technology, offering the most precise, rapid, and safe
identification of all xloT devices across diverse environments. The platform
excels in providing near real-time risk assessment and automates the
remediation of critical vulnerabilities such as outdated asset inventories,
default credentials, and insecure configurations without requiring hardware
or agents. Key features include advanced password management, device
hardening, and the capability to automatically upgrade or downgrade
device firmware, ensuring enhanced protection against breaches.
Phosphorus.io stands out by offering comprehensive visibility and control
over xloT assets, facilitating a robust cybersecurity posture that is both
proactive and resilient.

http://www.phosphorus.io
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DEVICE SECURITY

CROWDSTRIKE

A

Lookout

CrowdStrike - EDR, EPP, Threat Intelligence & IR

CrowdStrike, a global cybersecurity leader, revolutionizes enterprise
defense through its advanced, cloud-native CrowdStrike Falcon® platform.
Born in the cloud, this all-encompassing solution is engineered to protect
endpoints, cloud workloads, identities, and data against sophisticated cyber
threats, ensuring comprehensive security for modern enterprises. At its
core, CrowdStrike leverages cutting-edge Endpoint Detection and
Response (EDR) to offer real-time threat monitoring and sophisticated
attack analysis. The platform's exposure management tools proactively
identify and mitigate vulnerabilities, enhancing overall cloud security. With
unparalleled threat intelligence gathered from across the globe,
CrowdStrike delivers deep insights into evolving cyber tactics. Moreover, its
robust identity protection safeguards against identity-based threats,
effectively stopping breaches and maintaining operational integrity.
Integrated through a single, lightweight agent, CrowdStrike Falcon®
streamlines defense capabilities, ensuring organizations stay ahead of
adversaries in today's dynamic security landscape.
https://www.crowdstrike.com

Lookout — Mobile Threat Defence & Mobile App Security, CASB, SASE
and Mobile Zero Trust Network Access (ZTNA)

Lookout is the leader in delivering integrated endpoint-to-cloud security.
With a cloud-delivered platform, the technology secures data for the
world's leading enterprises and ensure they comply with regulations while
respecting the privacy of their team who now work anywhere. Key
products: SASE, Mobile Endpoint Security, CASB and Mobile ZTNA. With a
platform that integrates endpoint and cloud security technologies, Lookout
solutions can be tailored for any industry and company size from large
global enterprises to government organizations. The Lookout Cloud
Security Platform is purpose-built to stop modern breaches as swiftly as
they unfold, from the first phishing text to the final cloud data extraction.
https://www.lookout.com
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NETWORK & [NFRA SECURITY

® GROUP-IB

ARISTA

Group-IB - Fraud Hunting, Threat Hunting, Threat Intelligence, Digital
Risk Protection & Attack Surface Management

Group-IB is a globally recognized cybersecurity company that excels in the
provision of innovative solutions to prevent cyberattacks, eliminate digital
fraud, and protect brands. Leveraging the power of Al, Group-IB's Unified Risk
Platform offers a comprehensive security suite enhanced by Digital Risk
Protection, which safeguards against the illegitimate use of logos, trademarks,
and digital assets. Its Attack Surface Management continuously discovers
external IT assets to manage risks and prevent breaches. Group-IB's advanced
Threat Intelligence delivers geo-distributed insights for unparalleled localized
cybersecurity services. The platform's Fraud Protection is revolutionized with
a no-code fraud detection Rule Builder, improving behavioral fraud detection
capabilities. Additionally, Group-IB's expertise extends to Digital Forensics
and Incident Response (DFIR), providing robust responses to cyber incidents.
Awarded Frost & Sullivan's 2024 Competitive Strategy Leadership Award,
Group-IB sets the benchmark in external risk mitigation and management,
serving over 800 customers with tailored cyber-fraud frameworks and cutting-
edge cybersecurity technologies.

https://www.group-ib.com

Arista — SDN for Cloud and DC, Tap Aggregator & NDR

Arista Networks is a leading provider of cognitive cloud networking solutions
for large data center and campus environments. Renowned for its advanced
switching and routing platforms, Arista offers high-performance solutions that
support the demands of cloud, loT and Al workloads. The Arista EOS operating
system powers the Arista 7000 Series and 7050X Series switches, delivering
industry-leading 1Tb/s throughput and programmability. Arista also excels in
Network Detection and Response (NDR) capabilities through its CloudVision
product, providing comprehensive visibility and threat detection across cloud-
managed networks. Additionally, Arista's packet broker solutions optimize tool
performance, enabling enhanced monitoring and analytics. By integrating
networking, NDR and packet broker functionalities seamlessly, Arista delivers an
optimized cognitive cloud network that empowers enterprises to securely
unlock the power of their data and scale their digital businesses. Arista's
solutions are trusted by 9 of the top 10 cloud providers and many of the world's
largest financial institutions, energy companies and manufacturers.
https://www.arista.com
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NETWORK & [NFRA SECURITY

xage

SECURITY

appgate

Xage — Zero Trust Security for OT Enivronments

Xage Security is at the forefront of cybersecurity, offering a groundbreaking
zero trust cybersecurity solution tailored for critical infrastructure across IT,
loT, and OT devices. Centered around the Xage Fabric Platform, this highly
available and resilient solution establishes a unified security layer that enables
secure, identity-driven remote access and data transfer. Built on a foundation
of blockchain technology, Xage Fabric ensures tamper-proof protection and
continuous operation even in the most challenging environments, including
those with intermittent or no connectivity. Its granular access controls and
multi-factor authentication safeguard against unauthorized access and cyber
attacks, ensuring every digital interaction is secure. Awarded a $17 million
cybersecurity contract by the U.S. Space Force, Xage Security is trusted by
leading infrastructure operators and government agencies to protect critical
assets and facilitate secure digital transformation.

https://xage.com/

Appgate - Zero Trust Remote Access

Appgate is a cybersecurity leader specializing in Zero Trust Network Access
(ZTNA) solutions, offering a superior alternative to traditional VPN
technologies. By embracing a Zero Trust model, Appgate's ZTNA secures
remote access to an organization's network, ensuring only verified users and
devices can access its resources—implicitly assuming no trust for any entity,
regardless of whether it's inside or outside the network perimeter. This
approach addresses the limitations and risks associated with outdated VPNs,
such as the inability to adequately protect against modern cyber threats, a
lack of scalability for cloud-first organizations, and vulnerabilities due to open
ports and hardware dependence. Appgate's ZTNA solution offers agile,
identity-centricc, and software-defined access controls that cloak
infrastructure from attackers, significantly enhancing security for today's
distributed workforces and resources. This makes Appgate an essential tool
for businesses aiming to modernize their security posture in a digital
landscape where traditional perimeters have dissolved.
https://www.appgate.com
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<) FORESCOUT

Forescout - CAASM, NAC for IT, loT and OT

Forescout Technologies provides a comprehensive cybersecurity platform
designed to offer unparalleled visibility and control across the entirety of an
organization's digital terrain, including IT, OT, loT, and IoMT environments.
Leveraging its Network Access Control (NAC) capabilities, Forescout enables
organizations to discover cyber assets hiding in network blind spots, assess
compliance posture, and enforce access controls, all while facilitating
automated remediation workflows. Its Cyber Asset Attack Surface
Management (CAASM) solutions ensure persistent asset intelligence,
mitigating risks through risk-based prioritization. Moreover, Forescout's Risk
and Exposure Management allows for the identification, quantification, and
prioritization of cybersecurity risks, offering real-time situational awareness.
Additionally, the platform extends its defense capabilities with eXtended
Detection and Response (XDR) solutions optimized for diverse network
environments, ensuring a proactive security stance against sophisticated
threats in today's interconnected digital landscape.
https://www.forescout.com/company/
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WORKLOAD & APP SECURITY

<! illumio

Checkmarxrx

lllumio - Zero Trust Microsegmentation

[llumio is a leader in microsegmentation, delivering zero trust-based security
solutions tailored for modern hybrid IT environments. In today's digital
landscape where traditional perimeters have dissolved, securing
interconnected systems spanning physical, virtual and cloud-based
infrastructure is increasingly complex. lllumio addresses this challenge
through innovative microsegmentation technology that isolates workloads
and applications from one another while maintaining connectivity. This
prevents the spread of threats like ransomware laterally across networks. By
eliminating insecure common network dependencies and enforcing least-
privileged access policies, lllumio empowers organizations to safely enable
productivity anywhere without compromising security. Its software-defined
approach is ideal for securing hybrid architectures and facilitating Zero Trust
strategies, making lllumio a critical partner for businesses aiming to mitigate
cyber risks in today's distributed computing era.

https://www.lllumio.com

Checkmarx - Unified Application Security (SAST, SCA, DAST, laC & API
scanning)

Checkmarx, established as a leader in the Application Security Testing (AST)
domain, offers a comprehensive suite of solutions that empower
organizations to address cybersecurity risks effectively throughout their
software development lifecycle. At the core of its offerings, Checkmarx
provides cutting-edge Static Application Security Testing (SAST) capabilities,
designed for speed and precision, drastically reducing false positives and
securing custom code. Its Software Composition Analysis (SCA) and Supply
Chain Security features ensure open-source components and the broader
software supply chain are rigorously vetted for vulnerabilities. The platform's
Dynamic Application Security Testing (DAST) offers robust testing for live
applications, extending to cover the full scope of risk with endpoints and API
security in live environments, including REST, SOAP, and gRPC APIs.
Infrastructure as Code (laC) scanning capabilities further bolster cloud
security posture management. Checkmarx presents a unified, cloud-native
platform for a correlated and integrated approach to application security,
streamlining remediation and enhancing security posture from code to
cloud.

https://www.checkmarx.com
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WORKLOAD & APP SECURITY

D
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Traceable - Intelligent API Security

Traceable.ai is redefining the API security landscape with its cutting-edge
platform, standing out from other players through advanced capabilities and
deep APl insights. It elevates API security with comprehensive discovery and
inventorying, ensuring even undocumented APIs are visible and secured.
Through its unique approach to API threat protection, Traceable.ai employs
Zero Trust access management, preventing unauthorized access and
reducing the attack surface. The platform's strength in sensitive data leakage
prevention safeguards against data exfiltration risks. Incorporating xAST into
its suite after extensive beta testing, Traceable.ai enhances APl security
testing and baselining, actively testing APIs for vulnerabilities before
production deployment. Additionally, its API Web Application Firewall (WAF)
and Digital Fraud Prevention capabilities set a new standard in protecting
against sophisticated threats and digital fraud activities. By leveraging "in-
app" testing and "distributed tracking" for observability, Traceable.ai offers a
more precise and computationally advanced solution for modern API
security challenges.

https://www.traceable.ai/

Digital.ai — App Security for Mobile, Web & Desktop App, DevOps &
DevSecOps Orchestration & Automation

Digital.ai is an industry-leading technology company that offers integrated
solutions across the DevOps, DevSecOps, and application security
landscapes. Specializing in accelerating digital transformation, Digital.ai
empowers organizations to securely deliver software at scale and with speed.
The company's suite encompasses comprehensive application security for
mobile, web, and desktop applications, ensuring robust defense layers
against evolving cyber threats. Additionally, Digital.ai excels in DevOps
orchestration and automation, streamlining the software development
lifecycle and enhancing productivity. The platform's DevSecOps capabilities
integrate security practices seamlessly into DevOps, promoting a culture of
continuous security. Together, these capabilities make Digital.ai a pivotal tool
for organizations aiming to achieve agility and security in their software
delivery processes.

https://www.digital.ai
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WORKLOAD & APP SECURITY

%) ACCUKNOX

AccuKnox - Zero Trust CNAPP

AccuKnox, a trailblazer in Cloud-Native Application Protection, offers a
comprehensive CNAPP solution tailored to cater to the DevSecOps model,
seamlessly integrating with both public and private cloud setups. Its
innovative Cloud Workload Protection Platform (CWPP) features KubeArmor
for runtime security, utilizing eBPF and LSMs for proactive defense against
Zero Day attacks. The platform's Cloud Security Posture Management (CSPM)
leverages agentless technology for continuous compliance, vulnerability
prioritization, and seamless security orchestration. AccuKnox elevates
container and Kubernetes (K8) security through detailed visibility and unique
in-line mitigation enforcement, ensuring Zero-Day attack protection. Further
enhancing cloud infrastructure security, it provides Cloud Identity and
Entitlement Management (CIEM) and Kubernetes Identity and Entitlement
Management (KIEM), addressing complex identity challenges in dynamic
environments. Software Composition Analysis (SCA) and Infrastructure as
Code (IaC) scanning capabilities are integrated into the DevSecOps pipeline,
allowing for early detection and prioritization of vulnerabilities, securing the
application lifecycle from code to cloud.

https://www.accuknox.com/
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VISIBILITY & ANALYTICS

Gigamon”®

% SOLARWINDS

Gigamon - Network Visibility & Security for Cloud & Data Centers

Gigamon offers a comprehensive suite of solutions designed to enhance
network visibility, security, and analytic capabilities across cloud
environments, data centers, and complex network infrastructures. As the
backbone of its offerings, Gigamon's innovative Deep Observability Pipeline
centralizes critical functions such as tap aggregation and next-generation
network packet brokering, efficiently managing, and directing traffic to
ensure optimal performance and security. Its capabilities include
sophisticated traffic aggregation, replication, intelligent load balancing, and
advanced SSL decryption, enabling clear visibility into encrypted cloud
traffic. With the GigaSMART Adaptive Packet Filtering feature, Gigamon
extends its network intelligence to include application filtering and content-
based packet scrutiny, addressing the modern demands of network security
and compliance. By providing broad and deep visibility, including Layer 7
insights, and supporting public, private, and hybrid cloud infrastructures,
Gigamon empowers organizations to maintain a robust security posture,
optimize tool performance, and achieve unparalleled network insight.
https://www.gigamon.com/

SolarWinds - IT Management and Remote Monitoring

SolarWinds is a market-leading software company providing robust solutions
for network and system management. Recognized for its comprehensive
Network Performance Monitor (NPM), SolarWinds offers powerful tools
designed by network engineers for network engineers to enhance visibility,
prevent downtime, and work smarter. Beyond network monitoring,
SolarWinds extends its capabilities to application performance monitoring,
ensuring end-to-end visibility and performance analytics across applications
and infrastructures. With its IT Service Management (ITSM) solutions,
SolarWinds enables efficient service delivery and management, further
bolstering IT operations. The suite also includes advanced features for multi-
vendor network monitoring, fault analysis, deep packet inspection, endpoint
monitoring, and more, making it a versatile choice for IT professionals.
SolarWinds' commitment to simplifying IT complexity and delivering user-
friendly, scalable solutions underscores its position as a leader in IT
management software development, trusted by businesses and government
entities worldwide.

https://www.solarwinds.com/
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VISIBILITY & ANALYTICS

Counter
craft

CounterCraft - Deception Platform Powered by Threat Intel

CounterCraft leads the charge in cybersecurity innovation with its state-of-
the-art deception technology platform, designed to proactively defend
against sophisticated cyber threats both within and beyond the traditional
perimeter. Leveraging the art of deception, CounterCraft's Platform™ offers
unparalleled internal and external threat detection, allowing organizations to
detect advanced attacks early without disrupting operations. Its unique
capability to craft and deploy realistic deception campaigns automates the
process of misleading and managing adversaries, significantly reducing the
resource drain on security teams. Additionally, CounterCraft furnishes
organizations with a real-time, deception-based threat intelligence feed,
offering 100% actionable insights tailored to the specific attack surface of
each organization. This cutting-edge approach to cyber defense has earned
CounterCraft the trust of heavyweight entities, including the American
Department of Defense (DoD), which signed a 26 million USD contract with
CounterCraft to build a comprehensive deception program to bolster the
DoD's cybersecurity infrastructure in the US.

https://www.countercraftsec.com

Elastic — SIEM / Big Data / Log Management/ Search Engine /EDR

Elastic is a dynamic platform designed to tackle the complexities of big data,
offering an integrated suite of tools that enhance observability, log
management, and search functionalities. It stands out with its powerful
Elasticsearch engine, enabling rapid, scalable search capabilities across vast
datasets. At the forefront of security, Elastic's Security Information and Event
Management (SIEM) and security analytics work hand-in-hand to detect,
investigate, and respond to cyber threats at cloud speed and scale, bolstering
host visibility and control. The platform also excels in on-premises Endpoint
Detection and Response (EDR), safeguarding against sophisticated malware
and ransomware. Elastic harnesses Artificial Intelligence (Al) and Machine
Learning (ML) to automate threat detection with high-fidelity rules and
anomaly detection, offering a modernized security stance. With solutions
trusted by the Fortune 500, Elastic accelerates problem resolution, minimizes
risk, and streamlines development, demonstrating a commitment to driving
innovation and securing digital infrastructures worldwide.
https://www.elastic.co/
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Cribl - Unified Data Ingestion Platform

Cribl.io is a leading data observability platform that provides intelligent data
processing for log and metrics analytics. The cloud-native Criblio platform
can ingest vast amounts of machine data from multiple sources like AWS,
Kubernetes and beyond. It then applies advanced filtering and
transformations to parse, enrich, redact and route data where needed, helping
optimize infrastructure and reduce costs. Key capabilities include flexible log
and metric routing to destinations like Elasticsearch and Splunk. Powerful
filtering rules parse and redact sensitive fields for security and compliance.
The platform transforms data formats, conducts lookups and adds fields.
Dashboards and visualizations monitor data flow and detect anomalies.
Centralized management is enabled via an intuitive interface. By gaining
better visibility and troubleshooting faster, the Criblio platform ensures
logging and monitoring infrastructure delivers optimized observability at
scale. It helps organizations unlock valuable insights from massive data
volumes ingested from modern cloud-native environments..

https://cribl.io/
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NetWitness — Evolved SIEM, UEBA, XDR & Network Forensics
3;{ NETWITNESS  Netwitness is a premier cybersecurity solution that stands at the forefront of
threat detection and response. Renowned for its comprehensive capabilities
in Endpoint Detection and Response (EDR), Network Detection and Response
(NDR), and advanced network forensics, NetWitness delivers real-time
monitoring and analysis to counteract sophisticated cyber threats. Its Security
Information and Event Management (SIEM) system integrates seamlessly with
Extended Detection and Response (XDR), enabling a unified approach to
threat intelligence and mitigation. Additionally, NetWitness enhances security
operations with User and Entity Behavior Analytics (UEBA) and a Threat
Intelligence Platform (TIP), providing deep insights into potential
vulnerabilities. The platform's Security Orchestration, Automation & Response
(SOAR) capabilities streamline incident response workflows, improving
efficiency. With Managed Services, NetWitness offers expert management and
monitoring, ensuring robust cybersecurity defense across various digital
environments. This holistic approach positions NetWitness as a vital ally in
protecting digital assets against an ever-evolving threat landscape.
https://www.netwitness.com/

Cyware - Threat Intelligence Platform

X CYWARE Cyware Threat Intelligence Platform (TIP) is a state-of-the-art solution designed
to transform the way organizations collect, operationalize, and share threat
intelligence. Addressing the shortcomings of legacy TIPs, Cyware's platform
excels in handling vast volumes of Indicators of Compromise (I0Cs) from
diverse sources, effectively sifting through noise to pinpoint actionable
intelligence. It streamlines threat detection, response, hunting, and
vulnerability management, ensuring a proactive defense posture. Cyware TIP
stands out for its efficient correlation and prioritization of threats, reducing the
time security teams spend on non-critical alerts. Its capabilities extend to
fostering collaboration and intelligence sharing among subsidiaries, suppliers,
peers, and partners, overcoming the isolation of legacy systems. Furthermore,
Cyware automates the translation of intelligence into defensive actions,
enabling faster response with reduced manual intervention. This modern
approach, recognized by industry experts, including a contract with the
American DoD, positions Cyware as a leader in enabling organizations to curb
threats effectively at an early stage.
https://cyware.com
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,’ SWIMLANE Swimlane — Security Orchestration, Automation and Response Platform
Swimlane is a leader in security automation, revolutionizing how
organizations manage and respond to cybersecurity threats. At its core,
Swimlane's low-code security automation platform, powered by Al
streamlines operations across the security landscape, from the Security
Operations Center (SOC) to governance, risk, and compliance (GRC), and
beyond. With a focus on unifying security operations into a single system of
record, Swimlane ensures a cohesive security posture that tackles alert
fatigue, overcomes talent shortages, and reduces SecOps complexity across
all industries. The platform's innovative features include the Turbine Canvas
for building automated workflows effortlessly, advanced Al through Hero Al
for speed and efficiency in automation, and robust case management. By
integrating with any APl and ingesting telemetry from hard-to-reach sources,
Swimlane not only boosts Mean Time to Respond (MTTR) and reduces dwell
time but also delivers tailored automation solutions, making it trusted by the
world's leading organizations for enhancing their cybersecurity defenses.
https://swimlane.com/
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Camms.

REDSEAL

Camms - Enterprise Risk Management & Compliance

CAMMS is a leading provider of Governance, Risk, and Compliance (GRC)
software solutions, designed to empower organizations to achieve strategic
success through comprehensive management capabilities. CAMMS specializes
in a wide array of GRC functionalities, including compliance management,
ensuring adherence to regulatory requirements and internal policies. Its robust
audit management tools simplify the audit process, providing actionable
insights for improvement. Risk management is a cornerstone of CAMMS,
offering organizations a clear framework to identify, assess, and mitigate risks
effectively. The platform supports governance initiatives by aligning strategic
objectives with operational activities. Additionally, CAMMS addresses physical
risk management and third-party vendor management, ensuring all aspects of
organizational risk are covered. A standout feature is its built-in project
management module, which enables seamless integration of project tasks
with GRC objectives, fostering an environment of continuous improvement
and operational excellence. Trusted by over 400 customers globally, CAMMS is
recognized for its agility, scalability, and intuitive user experience, making it an
ideal choice for modern businesses seeking a collaborative and integrated
approach to GRC.

https://cammsgroup.com/

RedSeal - Cyber Risk Modeling

RedSeal is a premier cybersecurity platform specializing in advanced network
modeling and risk scoring, designed to empower organizations in fortifying
their digital defenses. By providing a comprehensive internal attack surface
assessment, RedSeal identifies and evaluates network gaps and
configuration discrepancies that could leave an organization vulnerable. This
powerful tool visualizes network designs, revealing risk exposure points and
enabling administrators to understand and rectify potential weak spots.
Through its risk-based vulnerability prioritization, RedSeal aids in focusing
remediation efforts on the most critical vulnerabilities and supports efficient
incident response strategies. Additionally, the platform assesses security
control gaps, ensuring that all areas of the network are adequately
protected. Trusted by global enterprises and government agencies,
including the U.S. Department of Defense, RedSeal's unique capabilities in
network gap assessment, configuration gap identification, and security
posture improvement make it a critical component of modern cybersecurity
strategies.

https://www.redseal.net
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l?. SecurityScorecard
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Security Scorecard - Cybersecurity Risk Ratings

SecurityScorecard is a premier cybersecurity platform designed to provide a
comprehensive overview and proactive management of cyber risks across an
organization’s entire attack surface, including its supply chain. By enabling
companies to visualize their external attack surface as a hacker would,
SecurityScorecard identifies critical vulnerabilities and threats, facilitating fast
and efficient remediation. The platform integrates powerful, Al-driven
analytics for security professionals to understand the financial impact of cyber
risks and make informed decisions. Key features include External Attack
Surface Management, Cyber Risk Quantification, and a Managed Service
called MAX, designed to mitigate supply chain cyber risk from identification
to resolution. Through continuous monitoring of a customer’s vendor
ecosystem, SecurityScorecard offers actionable insights and the time needed
to respond quickly to prevent cyber-attacks. Trusted globally, including by
the American Department of Defense, SecurityScorecard transforms the
industry standard for securing enterprises against emerging cyber threats.
https://securityscorecard.com/

Citalid — Cyber Risk Quantification

Citalid emerges as a cutting-edge Cyber Risk Quantification (CRQ) platform,
committed to transforming how enterprises and insurers perceive and
manage cyber risks. By quantifying the financial impact of cyber threats
through advanced technology and Al, Citalid enables more informed
decision-making. It assesses risk likelihood and potential financial impacts in
a dynamic, straightforward manner, offering tailored security and insurance
recommendations, and simulating their ROI. This approach not only helps
enterprises predict impact and prioritize investments but also assists insurers
in quantifying cyber risk for their portfolios. Citalid acts as a crucial link
between the cyber and insurance communities, fostering a shared
understanding through dynamic threat modeling, real-time threat actor
monitoring, and expert, actionable intelligence. With a mission to provide
clear, actionable insights, Citalid stands as a beacon for those navigating the
complex landscape of cyber risk.

https://citalid.com/
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ARMIS.

INFOSEC

Armis - Agentless IT and loT Platform

Armis is the first agentless, completely passive enterprise cyber security
platform to address the new threat landscape of connected devices. The
Armis platform discovers every managed, unmanaged, OT and loT device in
your environment. The platform maintains a comprehensive device
inventory of critical device information and calculates device risk scores
based on factors like vulnerabilities, known attack patterns, and unusual
behavior. When the Armis platform detects a threat, it can alert security
teams and trigger automated action to stop an attack. Through integration
with switches and wireless LAN controllers, as well as the existing security
enforcement points, the platform can restrict access or quarantine
suspicious or malicious devices.

https.//www.armis.com

InfoSec — Cybersecurity Bootcamps & Certifications

Infosec Institute stands at the forefront of cybersecurity education, offering
extensive certification bootcamps and self-paced training designed to meet
the dynamic needs of IT and security professionals. With live, instructor-led
bootcamps available both in-person and online, learners gain exam-ready
skills in fields such as CompTIA, (ISC)?, ISACA, Cisco, and more, led by industry
experts with over a decade of experience. Each enrollment includes valuable
resources like an Exam Pass Guarantee, ensuring candidates achieve
certification confidently. Beyond bootcamps, Infosec Institute's self-paced
training through the Infosec Skills platform provides over 1,400+ courses,
encompassing modular learning paths aligned with the NICE Workforce
Framework for Cybersecurity. From technical fundamentals to advanced
topics like threat intelligence and secure coding, Infosec supports continuous
learning, catering to professionals aiming to advance their careers while
accommodating their schedules.

https://www.infosecinstitute.com
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StrikeReady - Breach & Attack Simulation & Virtual SOC Analyst

StrikeReady is revolutionizing the cybersecurity landscape with its
innovative SaaS-based cognitive security platform, powered by CARA, the
industry's first digital cybersecurity analyst. Designed to empower defenders
across the spectrum — from SOC analysts to threat intel analysts, security
engineers, and red teamers — StrikeReady offers a comprehensive suite for
alert & case management, security automation & countermeasures, and
threat intelligence. By harnessing the power of a patented Security Ontology
Graph (SOG), CARA mimics human reasoning, staying constantly updated to
share real-time knowledge and skills learned from global defenders. This
dynamic, intelligent system is tailored to assist overburdened security teams,
optimizing cybersecurity technology stacks to maximize ROI while bridging
the cybersecurity skill gap and fostering collaboration. StrikeReady
transforms security operations centers (SOCs) into leaner, more efficient, and
mature establishments, ensuring faster, more intelligent threat detection
and response.

https://strikeready.com

Island - Enterprise Browser

The ideal enterprise workplace, where work flows freely while remaining
fundamentally secure. With the core needs of the enterprise naturally
embedded in the browser itself, Island gives organizations complete control,
visibility, and governance over the last mile, while delivering the same
smooth Chromium-based browser experience users expect.

Island is the developer of the Enterprise Browser - the ideal enterprise
workplace, where work flows freely while remaining fundamentally secure.
With the core needs of the enterprise naturally embedded in the browser
itself, Island gives organizations complete control, visibility and governance
over the last mile, while delivering the same smooth Chromium-based
browser experience users expect.

https://www.island.io/
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Seclytics - Predictive Intel + XDR = pXDR

Seclytics is a trailblazer in cybersecurity, offering a cutting-edge Predictive
Detection & Response (PDR) platform, Augur, that uniquely combines Threat
Intelligence Platform (TIP), Security Information and Event Management
(SIEM), and Security Orchestration, Automation and Response (SOAR)
functionalities. Augur sets itself apart by leveraging behavioral modeling
and machine learning to predict and block cyber threats before they occur,
often identifying attack infrastructure an average of 51 days in advance with
a notable accuracy and a less than 0.01% false-positive rate. This predictive
intelligence streamlines Security Operations Center (SOC) workflow,
reducing both complexity and workload by automating Level 1 threat
enforcement across security platforms. Organizations looking to proactively
shield against imminent attacks without the noise and complexity of
traditional solutions will find Seclytics Augur an indispensable ally. Trusted
by major platforms and integrating seamlessly into existing infrastructure,
Augur equips SOCs to cover more threats with fewer analysts, radically
simplifying workflow while enhancing protection.

https://www.seclytics.com

Utimaco - Hardware Security Modules (HSMs), Key & Cert Lifecycle
Management, Hard Drive and Folder Encryption

Utimaco is a global technology leader providing high-security solutions,
including Hardware Security Modules (HSMs), key management, and
cybersecurity platforms. Its HSM technology is renowned for safeguarding
and managing digital keys for strong authentication and providing crypto
processing, essential for securing the foundation of IT systems. Utimaco's
HSMs are designed to be tamper and intrusion-resistant, serving as the
trusted core for generating, storing, managing, and securely
decommissioning cryptographic keys. This positions HSMs as a crucial Root of
Trust, ensuring the privacy, authenticity, and integrity of data and digital
identities, particularly in sensitive fields like loT.

Expanding beyond traditional HSMs, Utimaco offers the Key Management
Solutions and the U.trust Platform, encompassing a comprehensive suite of
services for managing cryptographic keys across a variety of applications.
These platforms ensure streamlined key management processes, encryption
key protection, and compliance with global standards, catering to both large
and small enterprises with on-premise and virtual options.
https://www.utimaco.com
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Seceon - aiXDR / aiSOC / aiSIEM

Seceon aiSIEM™ is developed from the ground up to deliver
“Comprehensive Cybersecurity for Digital-Era”. This streaming platform
includes functionalities of traditional SIEM, SOAR, user and entity
behavioral analytics (UEBA), Network-Based Anomaly Detection
(NBAD), Network Traffic Analysis (NTA), Intrusion Detection System
(IDS), Endpoint detection & Response (EDR), Vulnerability Assessment
(VA), threat intelligence feeds for correlation and enrichment,
advanced machine learning (ML), Al with actionable intelligence and
proprietary feature engineering and Policy 2.0 to proactively detect
threats/breaches and automatically or push button containment or
elimination of threats in real-time. aiSIEM lowering SOC operational
cost by more than 80%.

https://www.seceon.com

Bluecat — DDI & DNS Security

BlueCat delivers software-based DNS, DHCP and I[P Address
Management (DDI) solutions that enable customers to build and
manage their most complex network infrastructure to meet the rapid
change of pace of their business. By empowering the world's largest
and most advanced organizations through innovative, software -
centric solutions Bluecat enables automated, centralized, scalable, and
secure network infrastructures, providing the foundation for digital
transformation.

https://bluecatnetworks.com
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7) Skyhigh

Security

SECURITY

Skyhigh - SSE/CASB/SWG/CNAPP

Skyhigh Security emerges as a leader in securing the modern digital
enterprise with its comprehensive Security Service Edge (SSE) suite. Central
to its reputation is the ability to enable seamless collaboration across all
applications without compromising security. Skyhigh's Secure Web Gateway
(SWQ) offers advanced protection and inherent integration with Remote
Browser Isolation (RBI), enabling safe internet access from any device,
anywhere. Its Cloud Access Security Broker (CASB) solution addresses shadow
IT by providing complete visibility and real-time control over cloud apps.
Additionally, Skyhigh elevates data protection with its industry-leading Data
Loss Prevention (DLP) capabilities, ensuring sensitive information is
consistently safeguarded across the web, cloud, email, and private
applications. The platform's Zero Trust Network Access (ZTNA) is notably the
ONLY solution integrating DLP scanning and antimalware inspection,
emphasizing a never trust, always verify approach. Altogether, Skyhigh
Security’s innovative solutions deliver robust protection, reducing security
costs and simplifying management from a unified, cloud-native platform.
https://www.skyhighsecurity.com/

Menlo Security - Enterprise Browser Security

Menlo Security is redefining cybersecurity with its innovative Remote Browser
Isolation (RBI) technology, embodied in a comprehensive, cloud-native
platform. Menlo Security's RBI is pivotal in safeguarding organizations from
web- and email-based threats through a proactive Zero Trust approach. By
isolating and executing all web content in a secure sandboxed environment,
Menlo ensures that only sanitized content reaches the user, effectively
neutralizing malware, phishing attacks, and other web-borne threats. This
cutting-edge capability extends to securing remote user access and third-
party engagements with highly sensitive and air-gapped private applications
in backend data centers, ensuring the integrity and confidentiality of critical
systems. Furthermore, Menlo Security enhances remote workforces by
delivering Secure Enterprise Browser capabilities. This provides end-users
with a protected browsing experience that is both seamless and consistent,
regardless of their location, thus enabling global scalability without
compromising on security or usability.

https://www.menlosecurity.com/
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